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The modern world is a dynamic and rapidly evolving environment 

where progress never stands still. Digital technologies currently play a 

pivotal role in the daily lives of individuals. The integration of the physical 

and digital worlds into a unified interconnected ecosystem enhances the 

security and control of buildings and facilities, which is one of the most 

critical tasks of our time. 

The implementation of a keyless access control system in an 

educational building will address a number of important tasks. Primarily, it 

will increase security protocols to research laboratories through the use of 

RFID cards, biometric authentication, and mobile authentication. The 

design of the system's central server will enable access to educational 

premises, creating a comfortable and innovative environment. The 

application of such technology will modernize access to offices as well as 

streamline the workflow of faculty and institutional personnel.   

Unlike many existing analogues, this development incorporates fire 

sensors, an information system utilizing sound, and light effects. The 

implementation of this technology enables rapid evacuation without 

requiring RFID cards, biometric verification, or mobile authentication, 

thereby significantly reducing egress time for personnel and students 

during emergencies. Additionally, it ensures uninterrupted entry for 

emergency responders even in the event of server connectivity loss.  
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